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edical devices are essential for performing mod-

ern-day clinical functions. Traditionally, medical

devices have been designed to operate in a stand-

alone manner. However, recent years have seen a

growth in their ability to communicate informa-

tion, leading to the emergence of the notion of
medical device interoperability. Such interoperable medical de-
vices (IMDs) can afford many advantages in patient care, such
as patient context awareness,
reduced medical errors, and im-
proved patient safety. However,
the potentially sensitive nature
of the data being exchanged and
increasing use of wireless com-
munication channels demand a
security-aware design. This arti-
cle presents an overview of medi-
cal device interoperability, the
potential communication-related
security threats that manifest as

teiopeialy
edicalibeyis

a result of the interoperability,
and an overview of the principal

Communication Security Issues

approaches to address them. {

Consider the following motiva- )
tion scenario: The year is 2015, a
young professional is sitting in an interview for a job. The interview
is going really well, and everyone can see her as a good fit for the
job. However, unbeknown to the interviewee, one of the interview-
ers has been eavesdropping on her vital signs the whole time. The
idea behind this was to select those candidates who are healthy ac-
cording to the employer’s criteria. The surreptitiously collected data
can therefore potentially be used by the employer to influence the
eventual hiring decision.

This eavesdropping is possible in many medical devices that use
wireless communication, e.g., an insulin infusion pump. As devices
begin to interoperate with other devices, the potential for harvest-
ing medical information for nonhealth-care purposes increases.

Unauthorized access to anyone’s medical data is a very seri-
ous privacy violation. In this case, it can have even more pro-
found consequences as IMDs provide a more detailed view of
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the patient’s health, much more so than any individual device
can provide. Moreover, such information can be easily leaked to
others (e.g., potential employers and insurance companies) or be
used by a malicious entity to remotely actuate a harmful treat-
ment (e.g., deliver high doses of insulin to a diabetic or a shock
with implanted defibrillators). We believe that such situations
will be realized if the current trend of medical device interoper-
ability and wireless communication continues without appropri-
ate consideration for security.
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In recent years, health-care providers have been seeking
means and methods of aggregating patient data to improve the
quality of health care. Today’s off-the-shelf technology makes
it possible to do much more than just data aggregation. Some
in the health-care industry are now considering the notion of
medical device interoperation. Many modern medical devices
have considerable communication capabilities that can be used
to interact with one another. The proliferation of short-distance
wireless communication technologies has further opened up the

possibility for interdevice communication. Examples of medical
devices that are enabled with wireless communication capabili-
ties include oximeters [28], defibrillators, pacemakers [4], and
patient monitors [1].

Interoperability models for computing systems [14], [35] have
been studied for some time. However, interoperability between
medical devices is an emerging topic. Medical device interopera-
bility can be defined as the ability of two or more medical devices
to exchange the information they collect with one another and
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FIGURET MDIE—Functional architecture illustrating the main
components and their operation.

to use it for automating processes involved in patient care. Some

of the advantages of medical device interoperability in patient

care include:

V Patient Context Awareness: The ability of medical devices
around the patient to exchange information with one an-
other can provide caregivers with a comprehensive view of
the current state (context) of a patient’s health in a system-
atic manner.

V Detailed Patient Health-Record Maintenance: The ability to
aggregate patient information can provide for automatic
population and management of electronic health records.

Vv Automation of Mundane Tasks: Devices can coordinate
treatment based on rules specified by the caregiver. Such
automation has the ability to completely
alter the work flow in a hospital environ-
ment, allowing a single caregiver to more
effectively manage multiple patients at the
same time.

V Error Reduction and Safety: Medical device
interoperability can enable automated en-
forcement of safety interlocks that can help
reduce medical errors.

As IMDs collect and exchange personal
health data, assuring security for these devices
becomes very important. Lack of security may
not only lead to loss of patient privacy but may

also cause harm to the patient by allowing attackers to intro-

duce bogus data or modify/suppress legitimate information,
resulting in a erroneous diagnosis or treatment. Providing se-
cure communication for IMDs requires preventing attackers
from: 1) joining the IMDs around the patient as a legitimate
node and introducing bogus health data; 2) accessing confi-
dential health data collected or exchanged between the IMDs;
and 3) keeping some or all health data from being reported or
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The Health Insurance
Portability and
Accountability

Act mandates
that all personally
identifiable health
information be
protected.

modifying actual health data. The Health Insurance Portabil-
ity and Accountability Act (HIPAA) mandates that all person-
ally identifiable health information be protected [20]. One of
the most vulnerable aspects of IMDs is their communication
capability, especially when using a wireless interface. Vulner-
abilities in the communication interface can allow attackers
to monitor and alter the function of medical devices with-
out even being in close proximity to the patient [30]. Case in
point: recent demonstration of attacks on implantable cardiac
defibrillators by researchers [19] showed the possibility for at-
tackers to surreptitiously read a patient’s electrocardiogram
data as well as administer an untimely shock. Securing all
IMD communication is therefore a very important require-
ment in IMD design.

There is a growing interest in security issues pertaining to
medical information such as data collection, data transfer and
processing, and electronic medical health records [12], [17],
[33]. However, information security for health-care systems
cannot be understood by focusing solely upon the components
that comprise the system. Interaction between the compo-
nents can be more critical than the components themselves
[32]. This is the primary reason for studying communication
security issues pertaining to interoperability in medical de-
vices. The rest of this article focuses on describing IMD ar-
chitectures, potential communication security issues in such
architectures, and what it takes to secure them. Note that this
discussion focuses purely on security issues in IMDs and does
not imply Food and Drug Administration (FDA) endorsement
of these technologies.

The Medical Device

Interoperability Environment

Consensus requirements for IMDs are yet to be established.
To reason about its security properties, therefore, we need
to consider several architectural and operational scenarios.
This section explores some of the important characteristics
of IMDs, including a functional architecture,
communication protocol, operational archi-
tecture, operational assumptions, and security
requirements.

Medical Device Interoperability

Environment Functional Architecture

In Figure 1, we depict a functional architecture
for IMDs called the medical device interoper-
ability environment (MDIE). The MDIE con-
sists of a patient-centric network of medical
devices, an MDIE network interface (MNI),
an MDIE manager (MM), and a caregiver. The
MNI is used to collect data from the various devices in the
MDIE. It provides an interface to which the medical devices
in the MDIE connect. Data collected by the MNI is sent to
the MM. The MM is responsible for enabling interoperabil-
ity between the devices. It is used to receive data from the
various medical devices in the MDIE, process these data, and
initiate action from the medical devices within the MDIE. For
example, the MM can receive data from a glucose monitor,



process the data to analyze the level of blood sugar in the
patient, and ask the infusion pump to administer a particular
dose of insulin to the patient—thus establishing interoper-
ability between the blood sugar monitor and the infusion
pump. Table 1 provides a list of abbreviations that are used
throughout this article.

The MM can also facilitate other aspects of interoperability,
such as safety interlocks, context awareness, and alarm genera-
tion within the MDIE. The MM also provides caregivers with an
interface that allows them to specify requirements for individual
devices in the MDIE. Additionally, the MDIE has the ability to
record system data in a system data logger/flight recorder for
system maintenance and forensic analysis. We further assume
that the devices communicate with the MNI using a wireless
interface. The MDIE functional architecture introduces com-
ponents such as MNI and MM, because the devices available
today do not (generally) have the ability to interact with one
another and lack standards in this regard. The MNI and MM
can be thought of as providing required middleware support to
make medical devices interoperate. Architectures depicted in
this article suggest a type of centralized control process via the
MM. This notion is used merely to simplify discussing security
considerations. Many other control processes are possible, and
perhaps ultimately more appropriate for meeting interoperabil-
ity requirements.

MDIE Communication Protocol
Interdevice communication in the MDIE is facilitated through
a number of interactions between the different components.
As there are no standards for IMD communication as yet, we
assume a protocol (shown in Figure 1) consisting
of the following sequence of events:

TABLE 1. LIST OF ABBREVIATIONS AND DEFINITIONS.

Abbreviation  Full Form Definition

IMD Interoperable medical Medical devices that
devices interoperate

MDIE Medical device Patient-centric system,
interoperability setup for enabling medical
environment devices to interoperate

MNI MDIE network Constituent element of
interface MDIE that provides an

interface for communicat-
ing with various medical
devices

MM MDIE manager Constituent element of
an MDIE that provides the
intelligence to manage
the interaction between
various medical devices

monitor. If any of the vitals go beyond predefined limits (as
provided in the specification stage), an alarm is generated
by the MM (the MDIE may even have a dedicated device
for alarms). The activities of the MDIE can be viewed and
controlled by caregivers by connecting to the MM, either
directly or over the health-care network. All activities car-
ried out by the MM are stored in the data logger/tlight re-
corder for design improvement, maintenance, and forensic
analysis purposes.

Disconnection: It the MDIE needs to be deconfigured
(e.g., when the patient is moved to another location or
discharged), the MM sends a command (through the
MNI) to disconnect each of the devices con-
nected to it.

V' Handshake: Each device in the MDIE connects Health-care providers Since an MDIE enables the implementation of
to the MNI and exports its application pro- have been seeking IMDs, we use the two terms interchangeably.
gramming interfaces (APIs) to inform the MM means and methods
about its capabilities. For example, an infusion of aggregating MDIE Operational Architecture
pump may inform the MM that the function . To evaluate the security issues associated
call start () turns it on, dosage (drug, . patient data to. with IMDs based on the MDIE system model,
volume) specifies the volume per dosage of Improve the quahty certain assumptions have to be made about

a particular drug, and so on. The APIs thus of health care. how the MDIE functional architecture is im-

received are maintained by the MM.
Vv Specification: A caregiver specifies operation-

al parameters (data collection rates and alarm conditions)
for the medical devices in the MDIE through the MM using
equipment such as a personal computer (PC) or a hand-
held device.

Programming: The MM then programs each of the devices
in the MDIE with the caregiver’s specifications by sending
appropriate commands (using the APIs exported during the
handshake) through the MNT.

Operation: Once the devices have been programmed, they
can perform their respective tasks. The monitoring devic-
es forward their data to the MM through the MNI. The
MM stores the raw data in a data logger/flight recorder,
analyzes the data received, and controls any actuation by
sending a command to the appropriate device. It may also
provide data visualization by sending the data to a patient

plemented. We base our choice of the archi-
tecture for MDIE upon the principal require-
ment of ease of implementation and deployment. There are
three prominent architectural choices for implementing
the MDIE depicted (for a three-patient scenario) in Fig-
ure 2, which are described later:

V Centralized: In this architecture, each care-facility ward has
a common interoperability box (IBOX), which contains the
necessary interfaces and logic for implementing the MNI,
data logger/flight recorder, and MM. All devices in the
ward (attached to the patients) are connected to the IBOX.
Caregivers connect to it using a care-facility network. This
is the simplest architecture to implement; however, it is
inefficient given the common IBOX for the whole ward.
Further, the common IBOX creates a single point of fail-
ure whose malfunction will affect interoperability for all
patients in the ward.
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FIGURE2 Common operational architectures for MDIE, implemented as a part of a multipatient care facility. (a) The centralized
case has a common MNI and MM for all patients implemented as part of a common IBOX. (b) The distributed case provides an
MNI and MM for each patient as a part of a personal IBOX. (c) The hybrid case provides a personalized MNI for each patient while
providing a common MM.

V Distributed: This architecture consists of a star-like setup turn connects to the MM and forwards commands and data
for the MDIE. Each patient has an IBOX that contains the between the two entities. The caregiver would connect to the
necessary interfaces and logic for implementing the MNI, MM through the care-facility network to provide specifications
data logger, and MM. All medical devices attached to the as well as access patient data and their devices. The advantages
patient connect to this IBOX to perform the handshake of this architecture is that it may require less resources at each
and send their data during operation. Caregivers connect bed; however, the amount of communication infrastructure
to the IBOX to access the devices to provide required would be high, given that all MNIs have
specifications and obtain patient data. A pos- ) ) to connect to the common MM. Further, as in the
sible implementation of this architecture is Medical devices centralized case, this architecture also suffers from
to integrate an IBOX as a part of the patient’s are essential single-point failure issues.
bed. The IBOX can be given a unique IP ad- for performing This is not intended to be an exhaustive list
dress to allow other caregivers to connect to modem_day clinical of operational architecture for studying the secu-

it using the care-facility network, while all
medical devices which are in proximity to it

rity concerns of MDIE but just the most common

ones. For example, architectural models with
can connect to it directly using a Bluetooth- each medical device having a local MM and MNI
like low-power short-distance communication technology. forming a mesh network on the patient are also possible.

¥V Hybrid: The hybrid architecture combines features of the cen-
tralized and distributed architecture schemes. One implemen- | Attack Vectors for IMD Communication
tation could be to have one MM and data logger/flight re- | Although IMDs are prone to variety of attack vectors, in this
corder for the entire care-facility ward, with each bed having ! article, we focus solely on the communication related ones.
only an MNI. The devices would connect to the MNI whichin | In the MDIE model described in the “The Medical Device

functions.
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FIGURE3 Eavesdropping classes of attacks on unsecured MDIE-based interoper-

ating medical devices.

Interoperability Environment” section, each of the five interde-
vice communication processes (MDIE protocols) is susceptible to
attacks from malicious entities. Such attacks can include view-
ing or altering sensitive patient data, issuing unauthorized com-
mands, and mounting denial of service (DoS) attacks. This sec-
tion presents the MDIE system model, a model for the attackers,
and enumerates some of the security breaches that are possible
at each of the five phases of MDIE communication protocol.

System Model

Although we motivated this work with a futuristic example
with wearable medical devices, in this article, we consider a
hospital-based nonambulatory scenario, without any loss of
generality. We assume that a patient is connected to a cart con-
sisting of a set of medical devices. Individual medical devices
in the cart have limited communication and

Threat Model

The broadcast nature of the wireless medium used for com-
munication makes the MDIE vulnerable to many threats.
We assume that threats can originate from two sources: ac-
tive and passive attackers. Active attackers have the capabil-
ity to eavesdrop on all traffic within the MDIE, inject mes-
sages, replay old messages, spoof, and compromise medical
devices to become part of the MDIE. Such a compromise
can involve modifying legitimate medical devices to behave
maliciously or replace a legitimate medical device with a
malicious version. Active attackers, if successful, can not
only invade a patient’s privacy but can also suppress legiti-
mate data or insert bogus data into the network leading to
unwanted actions (drug delivery) or prevent legitimate ac-
tions (notifying doctor in case of an emergency). On the
other hand, passive attackers are attackers

control capabilities. To enable interoperability
between these different devices, an IBOX is con-
figured as a part of each patient cart. The IBOX
comprised the MNI, the MM, and the data log-
ger/flight recorder (we assume the use of the
distributed architecture for MDIE here. This
decision was made owing to the better reliabil-
ity and scalability provided by the distributed
architecture. Despite the focus on the distributed architecture,
the security issues enumerated below apply to the other two
architectures as well because of their use of a wireless com-
munication interface). It has the capability to understand each
of the medical devices’ properties and configurations, to make
informed decisions about the data they collect, and to moni-
tor device operation (change in medications, alarms). An IBOX
interface permits caregivers to control all of the medical devices
on the patient cart. We assume that the IBOX and the equip-
ment used by the caregivers to interface with the IBOX [laptop,
PC, or personal digital assistant (PDA)] have the appropriate
computation, memory, and communication capabilities. All the
devices in the MDIE are assumed to be wireless in nature. Each
care facility is assumed to have an administrator who is trusted
and is responsible for managing the IBOXs in it.

Unauthorized
access to anyone's

medical datais a
very serious privacy
violation.

who eavesdrop on the messages exchanged
during medical device interoperation and use
off-line cryptanalytic attacks to access confi-
dential data being communicated (invading
a patient’s privacy). This type of attack does
not try to interfere with the interoperability
of the medical devices.

Attack Classes

Some of the main classes of attacks for such a system

setup include:

YV Eavesdropping and Traffic Analysis: The attacker (both passive
and active) can overhear (e.g., using a hand-held device)
the communication taking place between the devices and
the IBOX. This eavesdropping can allow an attacker to learn
about the devices connected to the patient, the capabilities
of the device through the model type communicated during
the handshaking process, instructions given to the IBOX by
the caregiver (specification), the settings to which individual
devices are programmed (programming), and patient health
information (operation). Using this information, an attacker
can infer detailed information about the current status of
the patient’s ailments and track the patient throughout the
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FIGURE4 MIM class of attacks on unsecured MDIE-based interoperating medical devices.

care facility, including discharge (disconnection), without i
even approaching the patient. Figure 3 shows an attacker |

eavesdropping on the wireless communication between the
devices and the IBOX and the IBOX and the caregiver.

Man-in-the-Middle: An (active) attacker can mount man-
in-the-middle (MIM) attacks by inserting itself between a
device and the IBOX or the IBOX and caregiver and pass-
ing data between them, making them believe that they
are communicating directly. For example, in a wireless
environment, such an attack can be mounted by jamming
the signal from the IBOX while providing a clear signal to
the medical devices on another channel [11]. This allows
an attacker to access patient data in an unauthorized man-
ner, know the status of the patient’s health, and manipu-
late any data being sent to the IBOX or caregiver (opera-
tion). It also enables attackers to manipulate commands
issued by the caregiver (specification) or IBOX (program-
ming) through message insertion and modification that
can result in the wrong diagnosis, treatment, and device
actuation. Figure 4 shows two places where MIM can be
mounted in the MDIE architecture, i.e., between devices
and IBOX and the IBOX and the caregiver. An important
consequence of MIM attack vectors described earlier is
that they can be easily extended to mount DoS attacks on
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the medical devices. For example, the attacker between
the medical devices and the IBOX can easily exhaust the
medical devices by simply discarding the patient health
information they provide (during operation), leading to
continuous repeated retransmissions, or by ensuring that
the disconnection command issued by the IBOX is never
sent to the medical devices forcing them to be in opera-
tion longer than required.

Spoofing: A more generic version of the MIM attack in-
volves an active attacker posing as a legitimate entity
(caregiver, IBOX, or device) and taking part in the pa-
tient-to-cart operation. This attack does not require the
attacker to be in between any two entities and is therefore
relatively easier to mount. Another important difference
between MIM and spoofing is that an attacker performing
spoofing for the first time may not have any information
about the protocol used between the device and the IBOX
and has to learn these protocols. The most common tech-
nique used while spoofing is a replay attack. Replaying an
old message exchanged between two legitimate entities
can easily fool the receiver into believing the legitimacy
of the attacker. Once the connection is established, the
attacker can have unauthorized access to the patient data
and corrupts data as well as commands. The attacker can
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FIGURE5 Spoofing/physical compromise class of attacks on unsecured MDIE-based interoperating medical devices.

then form sinkholes [25] by pretending to be an IBOX, | This is because, in terms of representation, physical at-
try to associate itself with devices belonging to multiple tacks are similar to spoofing attacks—except instead of
patients, or try to associate itself with MDIEs of _____ malicious devices pretending to be legitimate ones,
one of more patients. As in the case of MIM, the legitimate devices are compromised.

most of these attack vectors can be easily
modified to mount DoS. Figure 5 shows
attackers spoofing the identities of all
the main players in the MDIE architec-
ture—the medical devices, the IBOX,
and the caregiver.

Physical Attacks: One of the most po-
tent forms of attack possible, a physi-
cal attack, may involve modifying
the functions of the devices and/or 1 legitimate entity.

IBOX, introducing a new device into ‘ Maintaining security for IMDs is not
the patient cart configuration, replac- ‘
ing existing devices and/or IBOX with
malicious versions, and modifying the
data and activity logs in the IBOX making
nonrepudiation difficult. Each of these attack

Proposed Approaches
The security attacks presented earlier are pos-
sible because entities in the MDIE implicitly
assume that any message received is from
a legitimate entity within the MDIE itself.
This assumption is problematic, because it
allows an attacker to eavesdrop and poten-
tially manipulate information by posing as a

very different from traditional systems and
depends on the maintenance of four basic
properties:
1) Data Integrity: All information generated and
exchanged during the interoperation of the medical

vectors allows the attacker to become a part of devices is accurate and complete without any alterations.
the patient monitoring infrastructure and engage in 2) Data Confidentiality: All information generated during
misinformation and DoS without even being detected. | the use of medical devices is only disclosed to those who are
Figure 5 is also used to represent these physical attacks. authorized to see it.
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FIGURE6 Secure channel establishment for MDIE-based interoperating medical devices.

3) Authentication: All devices involved in the interoperability |
process know about all other entities with whom they are |

interacting.

Physical/Administrative Security: All medical
devices and associated equipment used by
caregivers and others should be protected
from tampering. Further, work flow of the
organization should allow only authorized
physical access to equipment.

Based on the threat descriptions in the earlier
section, we present a broad overview of commu-
nication security approaches for mitigating them
by satistying the four security properties. The ap-
proaches can be divided into three parts—secure
channel establishment, physical security, and access control.

=

Secure Channel Establishment

Secure channel establishment essentially deals with establish-
ing a secure channel between the entities in MDIE by distrib-
uting cryptographic keys between them. The presence of such
a channel prevents: 1) eavesdropping and traffic analysis by
providing confidentiality (encryption) and 2) MIM or spoof-
ing attacks through a combination of confidentiality, data
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As IMDs collect and
exchange personal
health data,

assuring security
for these devices
becomes very
important.

integrity (message authentication codes), and transaction
freshness (nonce or monotonically increasing counters).
Specifically, a secure channel has to be estab-
lished between the medical devices in the MDIE
and the IBOX and the communication between
the IBOX and caregivers. We make this distinc-
tion between the two types of communication
because the security solutions for each may be
different. Medical devices, being simple entities,
may have limited computing resources com-
pared with the IBOX and the caregiver (i.e., the
equipment they use to access the MDIE). Thus,
the solutions for the device-to-IBOX security
pairing may need to be less computational and
less communication and memory-intensive than the IBOX-to-
caregiver security pairing. Much work has been done with re-
gard to cryptographic security solutions for securing wireless
communication, and these solutions can be easily adapted to
this environment (see Figure 6 that illustrates the basic idea).
1) Device~IBOX Communication: One way for establishing secure
channel between the medical device and the IBOX is to es-
tablish a unique pair-wise symmetric master key between
them. The master key can then be used to establish a secure



(confidential and integrity protected) com-

RBAC executing on the IBOX can specify what

munication channel between the entities and Securing all IMD privileges (with respect to patient data and de-
thwart the attacks presented in the earlier communication is vice access) caregivers may have when they con-
section. Several existing solutions [31], [40] averyimportant nect to the IBOX. If needed, the access control

provide simple but secure communication
between two entities with limited resources
that can be adapted to work here. However,
an important question that needs to be an-
swered is how the master key is deployed.

requirement in IMD
design.

model can be allowed to dynamically vary the
privileges of caregivers to enable appropriate de-
livery of health care in the event of emergencies,
asin [18] and [39].

It should be noted that the attack vectors

For communication between devices and the IBOX, the | discussed in the earlier section are generally well known
master key can be predeployed by the administrator when | and can threaten any communication link between devices,
the device is added to the patient-cart configuration. Some | wireless in particular. Therefore, they are equally applicable
of the techniques that can be used for this purpose include: : for the centralized and hybrid architectures. As a result, the
Faraday cages [26], side-channels [34], and features derived | solutions proposed in this section can be used as a guide-
from physiological signals [5], [36]-[38]. During the hand- | line for securing these architectures as well. Further, each
shake phase, the device and IBOX can verify the presence of | deployment of IMD may require its own custom, situation-
the master key with each other and use it for secure com- | dependent solutions.

munication during all the other phases of operation.

2) IBOX-Caregiver Communication: For communication be- | Larger Picture

tween the IBOX and the caregivers, a session key can be | In the earlier sections, we focused solely on the communication
established in an authenticated manner using asymmetric | aspect of IMD security. However, IMDs have additional aspects
key cryptographic techniques such as public key infra- | that need security consideration as well. Further, any solution
structure (PKI). Here, instead of predeploying symmet- | developed needs to be evaluated to ensure that it is function-
ric keys, a public/private key pair and a protocol such as | ing as expected. In this section, we list all the principal security
Rivest-Shami Adleman (RSA) or Diffie-Hellman (and its | requirements for MDIE and also present a set of evaluation met-
variants) can be used to distribute the keys [29]. Using | rics for MDIE.

asymmetric key cryptography allows easy authentication

(e.g., with PKI using digital certificates signed by a certifi- | Security Requirements

cation authority within the hospital) and more flexibility | Building MDIE requires the satisfaction of the following seven
by changing the session key on-the-fly. This is ideal for : principal security requirements:

interactions between the IBOX and the caregivers that are | V Data Access Security: This protects against unauthorized

ephemeral in nature unlike device-IBOX associations that
might last a long time.

Physical Security
Secure channel establishment is not always sufficient. As men-
tioned in the “Attack Vectors for IMD Communication” sec-

tion, unauthorized compromise to entities in the MDIE can | V¥

compromise security of the system as well. Physical security

can be achieved in one of the two ways: controlling physi- { ¥

cal access to areas around the patient and tamper proofing.

Controlling physical access is the simplest way to ensure that | V¥

physical security is maintained. However, this may not always
be possible. Tamper-proofing techniques could include the
placement of seals on individual devices, IBOX, and caregiver
equipment. If a tamper-proofed entity is compromised with-
out authorization, it could be prohibited from communicating
with other entities in the MDIE and a suitable warning mes-

sage issued. A combination of these techniques may need to | V¥

be used to ensure that the physical security of entities in the
MDIE is maintained.

Access Control v

An additional level of security can be provided by building au-
thorization primitives based on access control constructs for the
IBOX-to-caregiver pairing. A prominent example of an access
control construct is role-based access control (RBAC) [16].

access to data/logs collected by devices and IBOX with or
without physical compromise.

Code Execution Security: This protects against unauthorized
changes to device function, i.e., programming devices with
code that forces them to perform malicious or unauthor-
ized tasks.

Device Association Security: This protects against integration
of malicious devices into the MDIE.

Device Presence Privacy: This protects information establish-
ing the association between devices and patients.

Physical Security: This protects the physical integrity of IBOX,
medical devices, and caregiver equipment. This may also
include protecting against jamming and electromagnetic
interference, presence of administrative security measures
such as specifically designed work flows (e.g., measures
to deter writing passwords on post-its or leaving sessions
open), and user awareness programs.

Accountability and Nonrepudiation: This ensures that all
activities within the system are recorded, in a manner that
their validity cannot be refuted or repudiated, for account-
ability reasons.

Secure Information Exchange: This protects the confidentiality
and integrity of messages exchanged during each of the five
phases of MDIE communication protocol (outlined in the
“The Medical Device Interoperability Environment: MDIE
Communication Protocol” section).
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Evaluation Metrics

It is important to evaluate whether security solutions for MDIE

meet the aforementioned requirements. In this regard, we have

identified the following four evaluation metrics:

Vv Correctness: We have to be able to formally verify whether
the solutions proposed meet the requirements or not [6].
Formal approaches such as [7], [9], [13], [15], and [27]
could be used here.

V Usability: We have to ensure that security protocols do not
adversely affect the basic function of health-care practices.
Studying the usability of secure medical device interop-
erability is very essential to its eventual adoption in the
medical domain. Traditionally, usability has been studied
in both medical and nonmedical environments from an ac-
cessibility and safety perspective [8], [21], [22]. The meth-

odologies proposed in these studies need to be extended to !

incorporate security as well.

V Safety: Safety has always been a primary concern for medi-
cal devices. As wireless technology is embraced by the
health-care industry, security decisions will become a
greater concern in the context of safety. Issues of partic-
ular concern include the consequences of security failure
and interference in device operation. Fortunately, formal
modeling techniques that are used for evaluating medical
device safety such as [10], [23], and [24] can be extended
to address security requirements as well.

V Efficiency: Security always adds an overhead to a system. In
an ideal world, there is no need for security, and this over-
head can be eliminated. In the real-world, one needs to be
able to provide security while minimizing the associated
overhead. Security solutions that are very expensive are sel-
dom implemented. Therefore, one of the evaluation criteria
for security solutions has to be the cost of a security solu-
tion on the device in terms of energy efficiency, additional
computation, memory, and communication requirements.
Care should be taken that the overhead imposed by security
solutions does not affect MDIE performance. An interesting
metric here might be a measure of security overhead on de-
vice availability and performance.

Regulatory Aspect

As health-care technology evolves to include more sophisticat-
ed communication interfaces and with device interoperability
on the horizon, federal regulators such as the FDA face new
challenges. There are several approaches being considered to
enable IMDs’ security. For instance, manufacturers may need to
provide the user with appropriate device interface information
and information to adequately configure communication sys-
tems with regard to managing security issues. Further, it could
be the user’s responsibility to address physical security issues,
such as device tampering. The FDA has issued a cyber security
guidance document that addresses some of the security issues
raised in this article [2]. Work is also being done to look at se-
curity from a medical device safety and risk management per-
spective. The draft International Electrotechnical Commission
(IEC) 80001 standard (http://www.iec.ch) on risk management
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includes security considerations but again from a security ad-
ministration and software design perspective. Communication
security in medical devices, however, has not been formally ad-
dressed to date.

Conclusions

Medical device capabilities are increasing at a rapid pace, but
they are still operating in a relatively isolated manner. In recent
years, much effort has been spent in promoting interoperabil-
ity between medical devices [3]. Although these efforts look at
many aspects of enabling interoperability, one of the aspects
conspicuously missing is securing the communication exchange
between the devices. Security is very important with respect to
device interoperation. Its properties and requirements need to
be carefully considered as interoperability standards are estab-
lished. By looking at security issues early in the evolutionary
process, we can help ensure that the issue is considered as an
integral part of designing IMDs.
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